
 
 
  
  

 

 
     February 3, 2006 
 
 
 
 
 WRITER’S CONTACT INFORMATION 
 202-828-5554 
Electronic Filing 
Ms. Marlene H. Dortch 
Secretary 
Federal Communications Commission 
445 12th Street, SW 
Washington, DC 20554 
 
Re:   Certification of CPNI Filing 
 EB-06-TC-060 
 EB Docket No. 06-36  
 Choctaw Telephone Company 
 Electra Telephone Company 
 Haxtun Telephone Company 
 MoKan Dial, Inc. 
 MoKan Communications, Inc. 
 Northeast Florida Telephone Company 
 NEFCOM Long Distance d/b/a NEFCOM  Communications 
 Tatum Telephone Company 
 Walnut Hill Telephone Company 
 
Dear Ms. Dortch: 
 
 The above-referenced companies of Townes Telecommunications, Inc, by their attorneys, 
hereby submit their CPNI certification and statement entitled “Townes Telecommunications, Inc. 
Customer Proprietary Network Information (CPNI) Policy Manual,” pursuant to Section 
64.2009(e) of the Commission’s Rules and in accordance with the Commission’s Public Notices 
dated January 30, 2006 and February 2, 2006.  Only one copy of the CPNI Policy Manual is 
being submitted, as the same manual applies to all of the companies.  
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 Please contact me if you have any questions concerning this filing. 
 
       Sincerely, 
 
       /s/ Mary J. Sisak 
       Benjamin H. Dickens, Jr. 
       Mary J. Sisak 
 
cc: Byron McCoy 
 Best Copy and Printing   
 
    
 
  
 



CERTIFICATION OF CP|[I FILING
FEBRUARY 6, 2006

lsection 64-2009(e) ofFCC Rulesl

EB-06-TC-060
EB DOCKET NO. 06-36

I, Deborah Nobles, Vice President ofRegulatory Aflairs, am a corporate ollicer of

Choctaw Telephone Company. Pursuant to 47 CFR, Pal1 64.2009(e), I hcrcby state I am

responsible for Choctalv' Telephone Company's compliance with the FCC'S CPNI rules

iLnd have personal knowledgc that Choctaw Telephone Company is in compliance with

thc Commission's CPNI rules. Choctaw Telephonc Compaoy is a 1 00olo owned

subsidiary ofTo$ncs Telecommunications, lnc. lownes Telecommunications, lnc. has

cstablished a CPNI Policy Manual that applies to each ofits subsidiary

teleconmunications companies. A copy ofthe Townes Telecommunications, Inc. CPNI

Policy Manual is available fbr review by company subscribers or entity with approprjate

jurisdiction.

Signed:

Titlc:

IJaled:

Vice President ofReculatorr A f lairs

Jq-uq:_L.L 1006 _



CERTIFICATION OF CPNI FILING
FEBRUARY 6, 2006

lsection 64-2009(e) ofFCC Rulesj

EB-06-TC-060
EB DOCKET NO. 06-36

I, Deborah Nobles, Vice President of Regulatory Affairs, am a corporate officer of

Electra Telephone Company. Pursuant to 47 CFR, Part 64.2009(e), I hcreby state I am

rcsponsible for Electra Telephonc Company's compliance with the FCC'S CPNI rules

and have personal knowiedge that Electra Telephone Company is in compliance with the

Commission's CPNI rules. Electra Telephone Company is a 100% owned subsidiary of

Tornes Telecommunications, Inc. Townes Telecommunications, Inc. has established a

CPNI Policy Manual that applies to each ofits subsidiary teleconrmunicatiorls

companies. ,\ copy of the Townes Telecolnmunications, Inc. CPNI Policy Manual is

available for review by company subscribers or entitl with appropriate jurisdiction.

Signed:

Title:

Daled:

5 -o.**r-. cr.*1" o o,^
Vice President of Reeulalorv Affairs

Januarv 31. 2006



CERTIFICATION OF CPNI FILING
FEBRUARY 6, 2006

lsection 64-2009(e) ofFCC Rulcsl

EB-06-TC-060
EB DOCKET NO. 06-36

I, Debomh Nobles, Vice President of Regulatory Affairs, am a corporale officer of

Haxtul Telephone Company. Pulsuant to 47 CFR. Part 64.2009(e), I hereby slate I a1n

Icsponsible lbr Haxtun Telephone Company's compliance with the FCC's CPNI rules

and have personal knowledge that Haxtun Telephole Company is in compliance with the

Commission's CPNI rules. I laxtun 'l elephone Company is a 100o% owned subsidiaryof

Torvnes Telecommunicalions, Inc. Townes Telecommunications. Inc. has established a

CPNI Policy Manual that applies to each ofits subsidiary telecomrnunications

companies. A copy ofthc Townos felccommunications, Inc. CPNI Policy Manual is

available for review by company subscdbers or entity with appropriate judsdiction.

Signed:

Title:

Dated:

S.!r".-.*\ G.F&'i*:

Vicc President nf Requlaton Afl-airs

Jinuarv i1. 2006



CERTIFICATION OF CPNI FILING
FEBRUARY 6, 2006

lsection 6il-2009(e) ofFCC Rulesl

EB-06-TC-060
EB DOCKET NO. 06-36

I, Deborah Nobles, Vice Presidont ofRegulatory All'airs, am a colpolato o1l'iccr of

MoKan Dial, Inc. and it's subsidiary, MoKan Communications. Pusuant to 47 CFR,

Pal1 64.2009(e), I hereby state I am responsible fbr MoKan Dial. lnc.'s compliance with

the FCC's CPNI rules and have personal knowledge that MoKan Dial, Inc. is in

compliance with the Commission's CPNI rules. MoKan Dial,Inc. isa 100o/o owned

subsidiary ofToxnes TelecommLrnications, Inc. Towncs 'fclecommunications, Inc. has

established a CPNI Policy Manual that applies to each ofits subsidiary

tclccommunications companies. A copy ofthc Townes 'llelecommunicalions, lnc. CPNI

Policy Manual is available for review by cornpany subscribers or entity with appropriatc

jurisdiction.

Signed:

Title:

l)ated:

Yjls-Brgjdslrq! 8sgul4atr/ A f la i r

JanuarL



CERTIFICATION OF CPNI FILING
FEBRUARY 6, 2006

lsection 64-2009(e) ofFCC Rulesl

EB-06-TC-060
trB DOCKET NO. 06-36

I, Deborah Nobles, Vice President of Regulatory Affairs, am a corporale olficer of

Northeast Florida Telephone Conpany. Pursuant to 47 CFR, Part 6,1.2009(e), I hereby

state I am responsible for Northeast Florida Telephone Company's compliance with the

FCC'S CPNI rules and have personal knowledgc thatNortheast Florida Telephone

Company is in compliance with the Commission's CPNI rules. Norlheast FloridLa

Telephone Company is a I0070 owned subsidiary ofTownes Telecommunications, Inc.

Townes Telecommunications, Inc. has established a CPNI Policy Manual that applies to

each of its subsidiary telecornmunications companies. A copy of the Townes

Telecommudcations, Inc. CPNI Policy Manual is available lbr review by company

subscdbers or entity with appropriate jurisdiction.

Signcd:

Title:

Daled:

\  icc Prcqidcnt ofResulaton All :airs

Jcnucl i  l .  2006



CERTIFICATION OF CPNI FILING
FABRUARY 6. 2006

lsection 64-2009(e) ofFCC Rulesl

EB-06-TC-060
trB DOCKET NO. 06-36

I, Deborah Nobles, Vice President ofRcgulatory Affairs. am a colporate officer of

Northeast florida Long Distance d/b/a NEFCOM Coiirnrmications. Pusuant to 47 CFR,

Parr 64.2009(e). I hereby state I am rcsponsible for NEFCOM Communications'

compliance with the FCC's CPNI rules and have personal knowledge that NEFCOM

Communications is in compliance with the Commission's CPNI rules. NEFCOM

Communications is a 100% ou.ned subsidiary of Townes Telecommunicalions, lnc.

Townes Tclccommunications, Inc. has established a CPNI Policy Manual that applies to

each of its subsidiary telecommunications companies. A copy oI the Towles

Telecommunications, Inc. CPNI Policy Manual is available for review by company

subscdbers or entity with appropriate jurisdiction.

Signed:

Title:

Dated:

v,qs-8rs:l-ds!r-s]-Bs

Janual I l. '006



CERTIFICATION OF CPNI FILING
FEBRUARY 6, 2006

lsection 64-2009(e) ofFCC Rulesl

EB-06-TC-060
EB DOCKET NO. 06.36

I, Deborah Nobles, Vice Presidenl of Regulatory Affairs, am a corponte ollicer of Tatum

Telephone Company. Pursuant to 47 CFR, Part 64.2009(e), I hercby statc I am

responsible for Tatum 'felephone Compa[y's cornpliance with the FCC's CPNI rules and

have personal knowledge that Tatum Telephone Company is in compliance with the

Commission's CPNI rules. latum Telephone Company is a l00To owned subsidiary of

'I'ownes Telecommunications, Inc. Townes Telecommunicalions, Inc. has established a

CPNI Policy Manual that applies to each ofits subsidiary telecommunications

companies. A copy of the Townes Telecommunications, Inc. CPNI Policy Manual is

available for review by company sLLbscdbers or entity with appropriate ju sdiction.

Signed:

Title:

Dated:

Vice Presit lent oiResulalor\ A l fr irs

Januarr . l  l .  2006



CERTIFICATION OF CPNI FILING
FEBRUARY 6, 2006

lsection 64-2009(e) ofFCC Rulesl

EB-06-TC-060
EB DOCKET NO. 06-36

I, Deborah Nobles, Vice President ofRegulatory Affairs. am a corporate officer of

Walnut Hill Telephone Company. Pursuant to 47 CFR, Part 64.2009(e), I hereby stale I

am responsible for Walnut HiJl Telephone Company's compliance with the PCC's CPNI

rulcs and have personal knowledge that Walmrt Hill Telephone Company is in

compliance with the Commission's CPNI rules. Walnut Hill Telephone Compan) is r

100% owned subsidiary of To\rnes Telecommunications, Inc. Townes

Telecommunications, Inc. has established a CPNI Policy Manual that applies to each of

its subsidiary telecommunications companies. ,\ copy of the Townes

Telecommunications, Inc. CPNI Policy Manual is avirilable for review by company

subscnbers or entity with appropriate ju sdiction.

Signed:

' l i t le:

I)ated:

Vice President ol Rer- 'ulctorr Aflcirs

Januarf ll--2QQ.6
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Towla Telccotununications, Inc CPNI Poli.r Manudl

Customer ProprieiarJ Network Informafion
(CPND

Overview

Section 222 ofthe Telecommunications Act of 1996 (T496) established CPNI
requirements for all telecommunications carriers. The requirements arc meant to protect
tclccomnrunications clrstome$' right to pivacy with regard to inlbmalion they \icu as
sensitive and personal. Caniers obtain this information by virtue ofthe rclationship they
have with their customers. l his sensitive and commercially valuable infomation
includcs, for example, when a customer places a call, whom and where a customer calls,
and the types ofservice offerings to which a customer subscribes. TA96 directed the
Federal Conrmrmications Commission (fCC) to cnact rulcs goveming caraie$' use and
disclosure of CPNL Those rules are contained in S64t003 - .2009 ofthe FCC ruies.

The FCC rules pemit carriers 10 use CPNI lvithout customer approval to market
ol'ferings rclated to the customer's existing service relationship with the carrier. In other
words, if a customcr subscribes to a carricr's local service, but not its long distance
service, the caraier may use the customer's CPNI to market ofl-edngs related to local
sen'ice, but not long distancc service. f'or example, the carrier may use information
about the customer's local phone usage to market local seNice featues such as Caller ID
and Ca1l Forwarding but not to market long distance service. the F'CC found this '1otal

service approach" offers convenience for the customer while preventing the use of CPNI
in $,ays that the customer would not expect.

Before carriers may use CPNI to market service outside the customer's existing
service relationship, cariers must obtain customer approval. Such approval may be
wfitten. oral. or electronic. In orderto ensure that customers are informed oftheir
statutory rights belbre granting approval, cariers are furlher required to providcd a one-
time notification ofcustomcr's CPNI rights prior to any solicitation 1br approval.

This manual outlines the procedurcs Townes Telecomnunications, lnc. has
implemented to comply with dll ofthe FCC rules and regulalions. In additioll, it details
the Company's policy on the proper use ofCPNI by employees and the disciplinary
process that uill apply in cases ofunauthorized use ofCPNI. Finally, this manual
addresses state CPNI rules and regulations

- t - July 1999



Tovnes Telccomhunicdtians, |nc. CPNI Policy Marual

CPNI Policy

Townes Telecommunications, Inc. has established this policy on the use or abuse
of Customer Proprietary-Network Information (CPNI) by its employecs. This policy is
established in response to 47 CFR Pad 64. Subpafl U ofthe Federal Communications
Commission Rules.

The FCC has identilied the potential for using customer information in ways that
could be invasive of customer privacy and has published rules that govern specific uses
of customer inlbrmation by teleconrmunications companies. CPNI is the term for the
information that cao bc gathcrcd and used by telecommtmications companies. The F-CC
defines CPNI as

". ....information that relates to the quantity, technical configuration,
t)?e, destination and amount of use of a telecommunications service
subscribed to by any customer of a telecommunications carier and that
is madc availablc to the carrier by the customer solely by virtue ofthe
carier-customer relationship; and information contained in the bills
perlaining to telephone exchange or toll ser-vice received by a customer
ofa carrier."

Under federal lar', Townes Telecommunications, Inc. has a duty to protect thc
conhdentiality ofits customers' CPNI. To protect the pdvacy ofits customers, Townes
Telecomnrunications, Inc. has clected to prohibit the use ofCPNI by its enployees for
use in marketing services outside ofthe customer's existing service relationship.
Employees will be trained to undcrstand when they can and cannot access or use
cuslomers' CPNI. Enployees thal deviate from this CPNI policy will be subiect to
disciolinarv actions.

July



Towkes Tcle.on nunicdtioN,ltlc. CPNI Poli.! Manuel

Superyisory Rcvierv Process

Compliance Officer

The federal CPNI rulcs require every company to dcsigmte a CPNI compliance
officer that on a yearly basis ceftifies that the company is in compliancc with the CPNI
regulations. In dddition, thc compliance officer must review all marketing plans to assure
compliance with fcderal CPNI regulatiom.

Townes Telecommunications, lnc. has designated the Vice President of
Regulatory Affairs as the CPNI compliance officer. By .lanuary 31 of each year, the
compliance olficer will issue a CPNI cctification for each of the telecommunications
compzuries in the Townes Telecomrnunications system. The certification will provide
support that each company is in compliance with the CPNI rules. A copy ofthe
cedification must be made publicly available in the business office ofthe
teleco1nmunications companies.

Review Process

In order for the compliance officer to have personal knowledge of the company's
compliance with the CPNI rules. Townes Telecommunications, Inc. has implemented the
followine revieu' oroccss:

The CPNI Compliance Officcr must approve all marketing plans developed by
company employees on behalfofthc colnpany.
'I he CPNI Compliance O1ficer must approve any requests by sales personncl
to usc CPNT fbr outbound marketing purposes to cnsure that the proper
authorization has been received from tbe customer pdor to any marketing
contacts are made.
'lhe CPNI Conpliance Olficer will ensure that all employees are trained in the
us€ of CPNI and ondelstand the disciplinary actions that will apply for
employees that misuse CPNI

EmploYee CPNI Policies

Evcry cmployee of Townes Teleconxnunications, Inc. and its subsidiary
teleconrmunications companies will llave access to Townes CPNI Policy Manual.

- l July I999



Tn\)wt 7.l?c-nnuat.rtrcns. Iar. CP\l P.lt. ) tl)nurl

CPNI Procedures

What is CPNI?

CPNI ilcludes such infomalion as to where and when a customer places a call,
the types ofservices 10 which thc customer subscribes zurd how oftcn the ser.vice is uscd.

Ior clarificationl

CPNI does NO'l include published directory information such as
customer's nanre. address and telephone number, as well as any
i ormation thal is available in the public domain or from any other, non-
company source.
Custoner Prcmises Equipment (CPE) and information seNices are not
considered "teleconrmunications services." These services are therefore
not regulated by CPNI rules.
Since customer information derived from sales ofCPE is not considered
CPNI, this infomation may be used to market CPE and infomation
services to customers in conjunction with bundled offerings that may
include telecommunications serr'ices.
CPNI regulations oniy apply to the use ofthat inlbrmation for marketing
pwposes.

F-or instance (from the FCC Order):

The Company can contact all ofits customers or all ofits fbrmer cuttomels, fbr
markeling purposes, by sing a cusbmer list that contains each cult(xners n.rme,
dddress and telephone number, rc long as it does not use CPNI to select a t bsel
of customers.fiom that li,tt.

What is the Total Service Arrproach?

The FCC has adopted an approach to protect customer propdetary network
information based on the scryices to which a customer subscribes wilh any pafiicular
company. This is called the "total service approach." This approach permits the use of
proprietary ilformation for marketing of telecommunications seryices, depending on the
"existing service relationship"' between a customer and the carrier.

Simply stated, a carrier is allowed to use the customet's entire record fol
marketing purposes within the scope ofthose pafticular services to lvhich a customet
already subscribes. The carrier may use thal information to market products and services
that are directly rclated to those particular seNiccs, but only those services.

- 4 - July 1999



Towncs Telcconnunicotions, 1nc. CPNI Poliq, Manudl

The conpany nay NOT use the custoner's prop etary information to
market products and services to which the customer does not subsc be.
CPNI may only be used to markct scrvices directly related to those
services to which that customer already subscribes.
CPNI may not be used to market the full range ofproduct offerings ofthe
calaier u ess the customer subscribcs to all ofthose services.

Ifa company wants to usc the customer's proprietary information to market
services outside ofthe "existing service relationship" betwcen the customer and the
company, this may bc done ONLY ifthe customer has giv€n the company authodzalion
to do so.

For instance (FCC Example):

A cdrrier whose customer subscribes to d serfice thdl includes a combination ol
local and Comnercial Mobile Rudio Senice (CMRS), would be able to use the
C?NI derived from the custotner's selNices lo matket to that customer all related
anrl enhanced oferings, but not to market long distdnce serfice 60r exumple) to
that customer, because the custonet's presenl serNice excludes .rny lotlg dislunce
componenl-

When Can CPNI Be Used Without Customer Annroval?

Section 222(c)(1) ofthe FCC'S CPNI rules describes the circumstances when
cariers can use, disclose or permit access 10 CPNI without first obtaining customer
approval. Cariers are pemitted to use CPNI without customer appteya] lle E4tk9!
improvements or sel.vice enhanccmcnts that are related to the customer's existine
selvlces

For instance, ifa customer subscribcs to a carrier's local exchange services but
not it its long distance servicc, the carrier could use any existing infomation about that
customer to market new products, serr'ice enlancements, or other improvements related
to the local exchange service, without any additional customer approva.l. Howcver,
belbre a carier may use CPNI to market a scrvice that is outside ofthe customer's
cxisting service relationship. in this example the long distance serwice, a carrier io
requircd to obtain express customer approval to use tiis infonnation.

In addition, a caiaier can obtain and use CPNI without customer aDDroval:

. to bill and collect for telecommunications seNices;

. to protect the righ5ts or property ofthe carrier;

. to prctect users of those services from unlawful or fraudulent use ofthese
services;

, 5 - Jul] I qqq



Tovnes Telecohnunicatiohs, Inc. (?Nl Policy Mdnudl

to provide any marketing ofservices in response to an inbou d call liom
the customer;
to provision inside wiring installation, mainienance and repair seNices.

When Is Customer Annroyal Necded Prior to Using CPNI?

The FCC has determined thal calriels may not use CPNI without first getting
customer approval to market seNices that fall outside the scope ofthe customer's
"existil1g service relationship" with the company.

Carriers may not use CPNI, without first obtaining customer approval, to market
any service that the customer presently docs not puchase from that provider
including non-tclecommunications seNices, such as CPII and infonnation
services. (See clarification below regarding the use of CPNI associated with
customers who have an existing service relationship with the carier lbr CPE and
infomation services.)

A courpany may marlret products related to only those telecommunications
services to which a customer presently subscribes, whether or not those services
are provided by a single company or an affiliated company. If a company wants
to use CPNI to ma.rket additional telecommunications seraices. then customer
approval ls necessdy.

If an affiliale wants 1{) markel new products or sewjces to a customer based on the
CPNI ofthe individual customcr, al1d the customer is not a subsc ber ofthat
alliliate, then the carrier must get customer approval to use CPNL

If a customer has not purchased CPE or infomation services ftom the carier that
is ploviding its telecommunications services, the carrier would be subsequently
prohibited from using CPNI to market CPE and infomation serviccs without
prior customer approval.

Remember: Customer informalion derived from the provisioning ofany non-
telecommunications service, such as CPE or information scNices, is trot covered
by Section 222(c)(l). This information is not considered CPNI and, thercfore, ir
may be osed to provide or market any telecommunications servicc regardless of
teleconlmrmications service categories or customer approval. Therefbre, it js not
nccessary to get customer authodzation lbr the use ofany CPNI that comes lrom
the sale ofCPE or the orovisionine of infomation services.

July 1999



r.\aL' l"l, La,auni.ahn4t li. t l\lPalry Va1udl

flse ofCPNI in Company Marketing Plans

It is the protcction ofcustomers' privacy, specifically the use of customer
inlbrmation in marketing new sewices or products that the FCC has addressed in these
CPNI mles. Essentially, every company must determine whether the company's
marketing plans protect the customer's prjvacy in its use ofthe customer's propdetary
inlbrmation according to tie guidelines set lbfth by the FCC.

Marketing plans that are not customer-speciflc, or are addressed to random
individuals, do not usr; CPNI atrd are, therefore. not affected by CPNI regulations.
Marketing plans are not in compliance with the CPNI tules when the company uses the
individual's custorncr infomation to target market new services and products, and the
services and products are NOT related to those to which the customer prcsently
subscribes.

It is possible to sue CPNI to develop marketing plans without customer
notifications or authodzation when:

An employee responds to a customer inquiry regarding existing services to
which they cunently subscribe.

The company irltends to market any service the company ol'fefs currently
or in the futwe to ALL cLfient customers, or any randomly selected grcup
ofcustomers.

The company uses customer inJormation from "information services."
This includcs such services as call answering, voice mail or messaging,
voice storage and retieval services, far store and lbrward and lntemet
access services. 'Ihese are seryices that are provided to consumers
independently of thci telecontmunications servicc and are not necessarily
to the provision ofthe customer's telecommunications service.

In addition, all companies, whether or not they use CPNI in marketing servroes.
must have a review process in place to be in compliance with the FCC'S CPNI
regulalions.

' 7 - July 1999



Tnwh.s rplc.rynxn^ oltuns Ia". I P\t rolLy ltlanual

How Can the Company Use CPNI in Bundled Servicc Offerinss?

The FCC does not prohibit caniers from bundling services that thcy are otherwisc
able to bundle under the Communications Act or other Commission's nrles. It also notes
thatl

"customer infotmalion derived fi.om the prot)ision ol any non-telecommunicationt
set ,-ice, such as CPE or informdtion senices, may be used to proride or markel
any teleco mqlicaIions sen,ice regardless of te Iecommunicationt rerNic.
calegories or customer approval. "

Spccifically, when a customer puchascs CPE or an inJormation service from a
carier and these seNices iLre bundled with a telecommunications seNice, the carricr ma)
later use any customer inlbrmation independently derived liom the carrier's prior sale in
its marketing ofnew CPE or any similar information scrvice that is bundled with a
tclccommunications service. For instance, ifa company sells a bundle ofservices that
includes a telecommunications scrvices and Intemet access service, the infomation from
the sale ofthe telecommunications services and Internet access service can be used for
futtlle marketins of other bundled Dlans.

In situations where the bundling ofa telecommunications s(]i"r'ice with
CPE, information services or other non-telecommunications senr'ices is
pemissible, a cafiier may use CPNI to target particular customers in a
manner consistcnt with Commission orders.

A carricr may also use the customer information independently derived
liom the prior sale ofthe CPE, the customer's subscription to a particular
information service, or the carrier's provision ofother non-
telecommunications ofl'erings to market its bundled offering.

FCC Example:

A C)l,lRS prot'ider could use CMRS-derived CPNI to talget its high-usage anaktg
',t,ireless cuslomers to oflbr them nelr digital tireless service plant lF such an
analog cuttomer had also pret'ioun^ly purchased a CMRS handset or un
ikJbftudlion serrice, such as t'oice mail, ds part ofa bundled oa/t'bring.frotu the
caftier- In lhis case. the carrier ,",tould ha|e dccess to infotmation concernifig the
cuslomer's purchase ofthe carrier's CPE and itlfolmation seNice that is
independentlrom the CPNI deriredftom lhe prcyio'ion oJ the CMRS senice.

Consislent ||ith the "total ser|ice approach," lhe catier could use such customer
inJbrmatio to market new digitally compdtible CPE and new voicc mail serrice
in coniunction with the olfering offiev digital vireless serrice in a single cont.tct
rrilh lhe cuslomef without first ohtdininE the cuslofier's approval.

- 8 - . lu ly 1999



Tolrnes Teleconh hicdtio$, lnc. (:PNI Polic)j Manuel

Only where CPE or inJormation selvice is part ofa bundled offering, including a
teleconrmunications service, and the carrier is the existing CPE or information
ser.rice provider, could the carrier use CPNI to market a new bundled offering that
includes new CPE or similar information servrces.

A carder is permitted to usc CPNI without customer approval. only in the
provision ofthe telecommunications seNice fron which such infonnation is
derived.

F(l(l Example.

A carrier could not use CPNI to select ce aln high-usage customers to whom
they also .told telepho es, und then market only ne CPE that is not part ofa new
bundled plan

Where a customer has not purchased CPE or information serwices from the carricr
that is Jrrovidjng its telecommunications services, the carrier would be
subsequently prohibited from using CPNI to market a bundled ofl'ering ofCPE or
inlblmation services with telecommunicatiol1s services to that customer without
customer approval.

Only where CPE or an information service is pafi ofa bundled offering. including
a teleconrmurications serice, and the carrier is the existing CPE or infomation
service provider, could the canier use CPNI to market a new buodled ollering that
includes a new CPE or similar information sorvices without obtaining customer
approvai.

CPNI Notification and Reportinq Requirements

ALL companies, regardless ofplans to use CPNI for marketing pulposes, must
comply witl, CPNI rcgulations. To comply, each company must do the following:

Have a comp)iance officer annually cefiily that the company is in compliance
with the FCC CPNI regulations. The CPNI compliance officer can be any
company olficial or manager selected to have an on-going role in reviewing all
marketing plans for CPNI compliance.

Have a signed corporate ccrtification, publicly available, that indicates
comDliance with the FCC CPNI reeulations.

- 9 - Jul) ,  1999



Tabn., T.l..nntnxhi.rtna.. lN (r\ I r"l'.r l,lantul

Send a one-time notjce to cuslomers informing them about the FCC CPNI poticy
and thejr rjght to rcstrjct canier use of CPNI. This notification musl provide
sufficient information to enable the customer to makc an informed decision to
pemit a carrier to use, disclose, or pcrmit access to CPNI.

Customer Notification Authorizins the Use of CPNI

Compades that intend to use CPNI for marketing pueoses must get a one-time
authodzatiol fiom the customer to use that infbrmation. However. Townes
Telecommunications, Inc. has elected to not use CPNI lbr marketing services to specifrc
customers that its subsidiary companies do not already have an existing sefr'ice
relationship with that customer for related sen'ices or does not have a relationship with
thal customer for CPE or infomation servrces.

Customer Authorization to Release CPNI to a Third Partv

Ifa customcr wants to allovr' a third party, such as a Competitive Local Exchange
Company, to have access to his,her CPNI, authorization to relcase the CPNI must be
given to the company who prcsently has that infomation.

t 0  - July 1999
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Subp.rt U - Customei Proprietary Network InforhadoL

S 64.2001 Brris and purpose.

(a) .RaJiJ. The rules in this subpafl are issued pu$uant to the Cofrnunications Act of 1934, as
arnelded.

$) Purpose. The purpose of the rules in this subpart is to irlplement section 222 of the
Conrnuiricdtions Act of 1934, as anende4 47 U.S.C. $ 222.

Chrotrology: Adopt€d: 02126198, arEnded: 07 /25102

$ 641003 Definitions.

Terms in tlis subpad have the following meanings:

(a) Afrliate. The t€rm "affrlia&" las the samc mcaning gil'en such term in $ 3(1) of trc
Coranudcations Act of 1934, as arncndcd,4T U.S.C. 153(1).

(b) Communications-related services. The tefin "coEmunications-related sewices" means
telecolDmunications services, infofination scrvices tlpica y provided by telecorn mications carriers, ard
sereices relat€d to the provision or mahtenance of custornd premises equipment.

(c) Customer. A customer ofa t€lecommunications carrier is a pcrson or entity to which the
telecommudcations carier is cuilcntly providirg service.

(d) Custonter proprietary network information (CPNI. The telm "custome! proprietary rctwolk
information (CPNI)" has the same meaning given to such telm in section 222(h)(1) ofthe Coftnunications
Act of 1934, as arnende4 47 U.S.C. $ 222(hX1).

(e) Cusnner prenise: equipnent (CPE). TbetEEm "customer prenises equiprneff (CPE)'}us tbe
same meaning given to such ierm in section 3( 14) ofth€ Communications Act of 1934, as amended, 47 U.S.C.
{ 15304).

(D Information senices Wically proided by telecommunications carriers. TII€ pfuaI€
"information services B?ically plovided by telecornmuDioations carriers" means dly thosc informatioD
services (as defincd i! sertiod 3(20) offie Coftrnmications Act of 1934 as amerded, 47 U.S.C. g 153(2) that
arc rypically plovided by telecorffnunications carrief,s, sucl as Intemet arcess or voice mail servioes, Such
phrase ''mformation services t)|tr,icaly provided by teleconutrunications cariels," as used in this subpart, shall
trot includc letail consumcr scrvices For/ided using I €met *€bsites (such as travel rcs€f,%tion scf,vices or
mortgage lending services), rr/h9th6 or not such scryices may otherwise be considered to be infomation
s€rvices.

G) Local exchange carrier (LEC). Tbe tetu"l@al exchange carrier (LEC)" has the same meaning
given to such telm ir section 3(26) oftlrc CorrEnunications -A.ct of 1934, as amertded, 47 U.S.C. $ 153(26).
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S 9.2003 Deliriiions. (Cont'd)

Qi Opt-in approval.'Ihe term "opt-in approtal" lefets to a rncthod for obtaining customer consent
to us€, disclose, or pednit access to the custom€1s CPNI. This approlal mc*rod rcquires that the carri€r oblain
from the customer affifinative, cxprcss colrsedt allowing the requested CpM usage, disclosure, or acccss after
the customer is !,rovided appropriate notification ofthe carrieds request consistent with the lequirem€ots set
forth in this subpart.

(i) Opt-out approval. The term "opt-out appro l,'r€fers to a method for obtaining custome(
consent to use, disclose, or p€rmit access to the custom€r,s CPM. Under this aplro!€l method, a customer is
deemed to have cons€[ted to thc use, disclosule, or acccss to the custoh€r's CpM ifthe customef, hrs failed to
object th6eto li.it}lir the waiting period describcd in Sec. 6a.2009(d)(1) aft€r the custom€f, is provided
appropriate notification ofthe cariet's requcst for consent consistent with the rules in this subpart.

C) Subscriber list ihforlnation (SLI). T'be tfin"subscribe! list informatiol (SL,D', has the same
meaning given to such terrn in section 222(hX3) ofthe Cornmunications Act of 1934, as amended, 47 U. S.C.
$ 222OX3).

G) Telecommunications carier or catrier.Tf)E trrns 'lelecommudcations caric/' or..carriei'
shall havc the same meaning as set forth in section 3(44) ofthe Coftrunications Act of 1 934. as amended. 47
u.s.c. $ 153(44).

Q) Telecomm nications service. T\e telln,,ic,lecommunications s€Teic€" has the samc mcaniltg
grven to such term in secfion 3(46) of the ConEnunicatiolrs Act of 1934, as amended, 47 U.S.C. $ 153(46).

Chronolosr Nopted: 02/26198, a'I,e!.dEdt 07125102

$ 64.2005 Use of c[stomer propdetary network hformrtion without customer rpproval.

(a) Ary telecommunications carrie! ttlry usc, disclose, or p€rmit access to CpM for tle pupose of
ploviditlg o! marketing service offaings among the categodes ol service (r'.a, looal, intcrexchange, and
CMRS) to which thc custom€r alrcady subsclibes from the same carricr, without custon€r ap!,roval.

( 1) Ifa telecornmmications carrier provides diffcr€nt catgg6ies ofselvic€, dld a customer
subscn'bes to more than one category of scrvice off€rcd by the carrier, thc carrier is permitt€d to
shrre CPNI among the carri.ls affilialed e itics thatprovide a service off€ring to the oustomer.

(2) Ifa telecommmications carlier provid€s diffdent categories ofs€rvice, but a custorr€r
does not subscribe to more Oran onc offering by tlre calricr, the calrier is not perdtied to share
CPNI wi$ its affiliates, except as providcd in g 64.2007(b).

(b) A telecorElunioations carier may not use, disclose, or penxtit access to CPNI to rDarket to a
customer service offcrings that arc within a catcgory of s€rvice to which thc subscriber does not a.heady
subscdbe from that carrier, unless that carrier has customer approval to do so, except as described in paragraph
(c) ofthis section.
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$ 64.2005 Use of customer ptopdet ry network tnforErdo! without clstoEer approvrl' (Cotrt'd)

(1) A wircless provider may u!€, disolose, or pelrnit access to CPM dqived from its
provision of CMRS, without custome! approral, for the ptovision of CPE and information
service(s). A wircline cadier may usc, disclose or p€rnit access to CPNI derivcd from its provision
oflocal cxchange servioe or interexchsngE *rvice, without custorn€r applolal, for the provision of
CPE and call answering, voice mail or messaging, voice storage alld retrieval services, fax store
and forward, and protocol convcrsions.

(2) A telecorDmmications carrier may not usc, disclose or pernit access to CPNI to
identify or fack customers that oall competing service provideIs. For example, a looal exchange
caEier rlay not use local sereic€ CPNI to tack all customers ihat call local service comp€titors.

(c) A teleoonununications cafiier rlay use, disolose, or permit access to CPM, witlbut customer
apgoral, as desoribed in this paragtaph (c).

(1) A telecorftrNnications ca ier may us€, dis€lose, or permit access to CPIII without
customea appro l, in its provision ofitlside wiring installatio4 tnaintenance, and rcpai slrviccs.

(2) CMRS providers may use, disclosc, or pemit access to CPM for the purpose of
conducting rcsearch on the health effects of CMRS.

(3) LECs and CMRS providets may use CPM, without custom€r aPprclal, to narket
services formcrly loowrl as adjurct-to-basic s€rviccs, such as, but not limited to, s?eed dialing,
cornputer-Fovided dilectory assistance, call monitoring, call tacing, call blocki[g, call retum,
r€p€at dialhg, ca[ tracking, call waiting, caller LD., call forwarding, and certaio c€dt€t( features.

(d) A blecornmunications cafter rnay us€, disclose or petrnit access to CPM to prot€ct the rights
or property ofthe calrier, or to plotect users ofthose services and other carnets ftom fraudulent abusive, or
mlau{ul use of, or subscriplion !o. such services.

Chrotrology: Adopted: 0226D8, ametrde& 09103/99,07125/02

$ 64.2007 Approv.l requlred for use of custom€r proprietaiy network turformrtiotr.

(a) A teleooEmulicatiqns canicr ftay obtain approval tlrough vritted, oral or ele€ftctric methods.

(t) A telecorutrunications caricr tlying on oral approval shall beat the buden of
dcmoDst'ating that suoh approlel has bcen given in conplianoe rtith Commission's tules in this
pan.

(2) ApprorBl oE disapproval to us€, disclose, o! p€f,rnit access to a custoE€r's CPNI
obtaired by a telecorDmunications carrier must rcmain in effect until the custom€f, rcvokes or
limits st]ch appro\zl or disapproval.

(3) A t€lecornmmications catrier must maintain rccords ofapproval, vrhedEr oral, $titlen
or elecfonic, for at least one year.

@) Use ofopt-out dnd OpFItt Approvol Processes.
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$ 64.2007 Approval required for trse of custoEer proprietrry Detwork idomation. (Co 'd)

(1) A telcconmunications carridmay, subjectto opt-outappro l oropt_in appro l, usc
its customer's individua y identifiable cpM for the purpose ofmarketing co'municatio!1s{clated
services to that customer- A telecorErunications carricr may, subjcct to opt_out app@val or opnir
approval, disclose it6 customd's individually identifiable CpNrI, for the purpose ofrrarketitrg
communications-related services ro that custome!, to (i) its agents, (ii) its afrliates tllat provide
cofimunications-rclated services, and (iii) its joint venture partrers and indepe4derf contractoB.
A talecommunications calrier rlay also pexmit such peFons o! enfities to obtain access to such
CPM for such pu4,oses. Any such disclosue to or acccss provided tojoint vcnture parhers alld
indel,endeit confactols shall be subject to the safeguards sct fofih in paragraph (b)(2) ofthis
s€ction.

(2) Joint yentwe/Contractor Safeguards. A telecornmunicatiotrs carrier tllat disolos€s or
proviales access to cPM to its jofut ve.t*re paftFls or independent oontractors shall enier into
confidentiality agreements with indcpendeDt contactors orjoint ventne parhers tllat corply with
the lollowing rcquiremcnts. The confidentiality ageement shall (D Requie tflat fie indQ;dent
cont-actor otjoint venture parher use the CpM only for the pupose ofmarl(etitrg or providing tlre
cornnurfcations-relatcd services for which that CPNI has been Fovided; (iD Disalovr the
indlp€ndent contactor o! joint vetrture paftEr Aom using, allowing access to, or disclosing the
CPM to any other pady, w ess rcquired to make such disclosure under force of law; aniliii;
Require that the indepe[dent oontractor or joint venture parher have apFopriate p-t""tiara iri
plac€ to ensure thc ongoing confidentialiE of consumers, CpM.

(3) Exc€pt for use and disclosue of CPNI tllat is pef,mitted without custom€r aDDroval
rmder section 64.2005, or that is desdibed in paragraph OX1) ofthis section, or as otire^uis.
Fovided in section 222 ofthe Commrmications Act of 1934, a! amerded, a telecornmunications
carria may oDly use, disclose, or permjt access to its customcr,s individually identifiable CpM
subjcct to opt-in appro l.

(c)Atelecommunications carrisrelying on oml appro l must bear the bwdcn ofdeftonstati[g
tlEt such appro%l has been gi\,'e! in compliadce with the Cornmissio[! rules.

(d) Apploval obtaircd by a telecommunications caricr for the use of CpM outside of the
customer's total service relationship q/ith the carricr must remain ii effect until the customer rcvokes or li[its
such apprcI?l.

(e) A t€lecoftrMications carri€r must oaintain r€cords oflodfcation alrd appro\ral, whether ora!
witten or electonic, for at least oIIe year.

(D Prior to alry solicitation for customer approrEl, a tclecomnunications carie! must provid€ a
one_time notification to the customer ofthe custoncr's right to restict use oi disclosure of. and access to that
cusl,omer's CPM.

(1) A tclccommbications carier may plor/ide notification tkough o|al or ratitten
methods.

(2) Custome! rtotification must ptovide sufficient iDlormation to enable the custoficr to
make an infonned d€cision as to whether to pemit a caricf to us€, disclose or permit access to, the
customels CPNI.

( , .
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$ 64.2007 Approval requlred for use of c[stoEer proprletary retwork ilforEadon. (Cotrt'd)

(i) The notification must state that the custom€t has a right, and the carier . duty,
rmder fedeBl law, to protect the codfidentiality ofCPM

(ii) The notific€tion must speciry tD types ofinforrnation that consdUrte CPNI and
the spe€ific cntities that will receive thc CPNTI, describe trc purposes for which CPM will
be usc4 and inform the custom€r ofhis or her right to disapprove those uses, and deny o!

- withdraw access to CPNI at any time.

(iii) The notification must advise the customer ofthe precis€ steps the customer
must take in odei to gratrt or d€ny access to CPNI atrd must cledly state that a delial of
appro l vrill not affect the provision of any s€rvices to which the customer subsclibes.

(iv) The notification rrust be cornprehensible and rot be mislading

(v) If writt€n notificatiou is provided, the rotice must be cleady legiblc, usc
sufficientb lalge type, and be placed in an area so as to be rcadily apparent to a customel.

(vi) If any portion of a notification is tra$lated i[to another language, Olen all
portions ofthe notifcatioir must be fanslated into that language.

(vii) A carrier may state in the notification that the custofier's approval to use
CPNI fiay enhance the carrier's ability to offer Foducts and services tailorEd to the
qrstomer's nccds- A carrier also may state in the notifioation that it rnaybe corpelled to
disclose CPNI to any Perso[ upon affifiBtivc writEn request by the custorn€f,.

(viii) A carrier may tlot include ir the notification any st &xnent attctnpting to
encourage a customer to freeze third party access to CPM.

(ix) The notificatio[ must stat€ that any approval, or denial ofapprolal fo! ttle us€
of CPM outside of the service to v/hich the customer ahsdy subsqibes to from that
oarrier i6 valid ultil the customer affirrnatively ravokes o! limits such approwl or deoial.

(3) A telecommrmicatioDs carri€r's solicitation for approral must be Foxirnate to the
notiic.tion ofa customer's CPM rights.

(4) lRemoved]

Chronolog|/: Adcp1tr,& 02/26/98, a$€r.tded: 091o3/99, 01 /25/02

$ 64,2008 notice reqdred for use of customer proprietary rctwork lDformatioD.

(^) Notilication, Generall!.

(1) Prior to any solicitation for customer approval, a telecomrnunicahons camet rlust
provide notificatiotr to the customcr of thc oustomer's right to rcsrict us€ oq disclosure o4 and
access to that customer's CPNI.
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S 641008 Notice requircal for use of customer proprietary tretwork idormltion' (Cont'd)

(2) A telecoEmurications cafiier must maintaill records of notificatio]t' whc0rer oral'

wtittao or electonic, for at least one year'

(b) Individual notioe to oustoBlers must be pbvided when soliciti4 approval to use, disclose, ol

permit access to customers' CPM.

'(c) 
Conte , ofNotice. Customel notificauon fiust provide suffoient infomation to enable dre

customer to inake an informed decision as to whether to permit a carrier to use, disclosc, o! permit access to,

the customa's CPNI.

(1) The ootification must state tlat the customer has a right, and the carrier has a duty'

under federal law, to protect the confidentiality ofCPNI'

(2) The notification must speciry the tyP€s of infomation -*|at constiJutc-CPM. and the

specific ;tides tlat witl receive th; cPM. describe ihe purposes for whrch CPM will be used'

rlJirrlorrn tL *.to-.. ofhis or her right to disaPprove those uses, and deny or withdraw access

to CPNI at anY hme.

(3) The notifioation must advise t1le customer of *rc plecise steps the customer must take

in order'i grant or dary access to CPM, and nnrst clearly stat€ that a derdal ofaPproval will not

"ff"ot ttt" pfuui.i- ofo"y services to which the customet subscribes l{owever' carri€t's may

p-:"iJ"u "f tt"*n*t, in olear and ncuca.l languagq describing conscqueNes direcdy resulting

ftom the lack ofaccess to CPNL

(4) The notificatiol must be coElprehensible dnd must not b€ misleading

(5) Ifwrittet! notification is Fovided, the notice must be clearly legible' use sufhcieotly

large t ?e, and be placed in ar1 area so as to be rsdily aPparent to a custome!'

(6) If any portion of a notification is tanslatrd irlto another laog]rage, thetl all portions of

the notification rtrust be Fanslatad into tllat language.

f7l A caxrier mav state in the notification that the custodrer's apProlBl to use CPM rnay

entance tle canier's abitity to offcl Foducts and s€rviccs tailor€d to the customsr's leeds A

;afiier also may state in thJnotification that it may bc conpelled to disclose CPNI to any person

upon affirrnative writte[ rEquest by the customcr.

(8) A carrier rnay trot include iu the nonfication any stalefiFnt attefirpting to encourage a

customer to fteeze third-pafy access to CPNI'

(9) The notifioation must state that any approral, or-denial ofapproval.for tle use ofCPNI

outside oithe service to which the customer already subscribes from that carrier is ralid until the

custome! affiEnatively rcvokes or limits suoh apProl'al ot denial'

(10) A teleconrnudioatids carrier's solicitatioi for aPpro\lal must be Ploximat' to the

notification of a customer's CPNI dghts.

{' 
,"
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5 64.2008 Notice reqrired for us€ of custom.r propriet!ry rctwork lnformrtior. (Cont'd)

(d) Notice Requiremehts Specifrc to Opt-Out- A telecooENnications carier must provide
notification to obtain opt-out apFo l through electonic or writldr methods, but notby oral corimunication
(cxccpt as provided in paragraph (D of6is section). The cottetrts ofany 6uch notification must oorrply v/ith
fte requirements ofparagraph (c) ofthis section.

( I ) Carriels must 1!Eit a 30{ay minirnum period oftime afier giviry customers notice and'an 
opportunity to opt-outbefore assuming custom€r appro l to usc, disclose, o!p€f,rnit access to

CPM. Acanier fta, in its discr€tion, provide for a lory period. Carriers must notiry customels
as to the applicable vaiting period for a response beforc approval is assurned.

(i) In the case ofan electonic form ofnotifioation, thc rxaiting period shall begin
to nm from the date on which the notification was sent and

(ii) In the case ofnotification by mail, the waiting period shall b€gin to iun on the
tlird day following the date tlat the notificatiod was rnailed.

(2) Carriers using the opt-out mechani$n must provide [otices to thet custome$ every
two yea$.

(3) Telecormunicadons carrierc that use e-mail to provide opt-out noticcs must conply
with the foflowing rcquiiernents in additiotr to the requireme[ts generally applicablc to
notification:

(i) Carriers must obtain expiess, verifiable, prior apFol?l from consu&ers to send
notices via e-rlrail rcgading their s€,rvices in gencral, o! CPNI in particular;

(ii) CaFi€rs rlust allow customers to rcply dir.ctly to e-E ils ccrntaidng CpM
noticcs in order to opt-ouq

(iii) Opt-out e-mail notic€s that are retuned to thc carri€r as undcliv€rable rnust b€
sent to the customer in another form before caEiers may consider the customff to bavc
received notice; and

(i9 Cariers dlat use €-mail to send CPM notices must cnsurF that thc subject line
of thc message clea y and accuatcly ideltifies the subject matter of the c-rnail; and

(v) Telecormunications c&iers must make available to e!€ry custofirr a method
to opt-out that is ofrc additional cost io th€ custotner and that is aEilable 24 hours a dav.
sevetr dals a week. Carriets dlay satis& this rcquiremcnt through a cornUination oi
methods, so loag as all customqs have the ability to opt-out at not cost and arc able to
effecfuate that choice whenevo they choose.

(e) Notice ofRequirements Specific to Opt-In

(1) A teleconununicatioDs caEier may proyide notification to obtain opt-in approval
through oral, written, or electonic methods. The contenB ofany such notification must comply
with thc requirements ofparagraph (c) ofthis section.
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S 64,2008 Nodce required for use of customer proPrietrry tretwork lnforo&tioD. (Cont'd)

(D Norice Re4uienehts Speci/ic to One'Tirte Use ofCPNI. C?dielsrn y us€ oral notice to obtain
limited, one-time use of cPM for inbound aod outbound oustomar telephone contacts for the duration of lhe
call, regardless ofvhether cariers us€ opt-out or opt_ilr apploval based on the nature ofthc coni'ct'

(1) The contents ofany such notificatio[ must comply v/ith the requireMats ofpaiagraph
(c) of this section, except that telecornmunicatioos cariers rnay omit any of the following notice
provisions ifnot rel€vant to the limited us€ for which the oarrier seels CPNI:

(i) Carriers need not advise customers that iflhey have opted-out previously, no
action is ne€dcd to maintain the opt_out election;

(ii) Cdriers need not advise oustomers tiat they may share CPM v/ith tlrcir
alnhates or third pafties and need not name those edtities, if the liddted CPNI usage vrill
not result in use by, or disclosue to, an affiliate or third lart}l

(iii) Calriels need not disclose the means by whrch a customet can deny or
v/ithdraw fufirle access to CPNI, so long as carriers explain to customers tlat the scope of
the applo l the carier s€el6 is limited to otre-time use; and

(iv) Carriers may omit disclosule ofthc precis€ st€ps a custolncr must take in oder
to grant or deny access to CPNI as long as the carrier clearly commtmicates that tlrc
customer can de[y access to his CPM for the call.

Chrotrology: Adop1€dt 01/25/02

S 64.2009 Saf€rards req!fued for use of custoEer proprietrry n€twork information'

(a) Telccommunications carrieE must iIlplemetlt a slsteh by which the status of a customcr's
CPNI approval can b€ clearly cstablished prior to flrc use of CPM.

(b) Telecornrnunications €ariers must t'ain their persodnel as to whcn they are, and ate nog
authorized to u6c CPI.I! and catriers must have an express disciplinary process ill place.

(c) All callie'.s shall rbaintain a recor4 electronically o! in some othcr ftatner, oftheir o'tn and
tlpir affiliates; sales ad marketing campaigns tl't us€ their oustomers' CPM. A11 cani.rs shall 'aintain a
re€ord of all instarces where CPM 1'as disolosed or provided to fiird pdties, or whele tlird parties w€re
allowed access to CPNL The r€cold must includc a &scription ofeach carnpaigG the specific CPNI tllat wrs
us€d in thc campaign, and what products alrd s€rvices werc offered as a pad ofthe campaign. Cafiieis shaU
retain the record for a minimum ofone year.

(d) Tclccornrnunications cariiers must establish a supervisory rcview process regEtding carrid
compliarce with the rutes in this $rbpart for outboud marketing situations and maintain records of caxricl
compliancc for a minimum period ofone year. Specifically, sales peFonncl nrust obtah supeleisory apFoval
of any proposed outbourd marketing request for customer aPprotal
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S 64.2009 S.fegurrds required for lse of customer proprieiary n€trvork iDforrn tion. (Cort'd)

(e) A teleconununicatio4s carier must ha\,€ an officer, as an agant ofthe carrier, sign a corplianca
ccrtificate or an amual basis stating that the ofncer has personal loowledge that rhe compdry has estaLfished
oper"afug procedues that are adequate to ensuc cornpliance with the rule6 in this subpa . The carricr must
provide a statcmeart acconpanying the certificate explaining how its opqadng Focedures cnsure that it is, or is
not, in compliance v/ith the rules ia this subpart

.(D Carriels must provide q,ritt€n notice within five business dal6 to the Commission of any
instance wherc the opt-out mechanism! do not work prop€rly, to such a deglee that consum€rs, itubility to opi
out is ftore than an anomaly.

(1) The notice shall be in the form of a letter, and shall include the carier,s name, a
descliption ofthe opt-out mechanisrn(s) used, the Foblem(s) experienced, the €rnedy !,roposed
.nd when it will b./was implemented, whether the relevant state commission(s) has been notifed
and whether it has takeD any action, a copy of the notice provided to oustomers, and cotrtact
information.

(2) Such notice must be submitt€d ewn if the carier offets other methods by which
consumers may opi-out

Chrouology: Adopt d,t 02126/98, arrlande& 09/03/99. 07/25/02
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(68 Fed. Reg. f9152 a\d 191'16 (2003)) which modified the slammitrg rules, the FCC had
expanded vslification lequirem€nts to apply to custom€r-!€lated long distance calrier change
rcquests. This Order clwified tllat verification by a LEC was rcquired only when the
customer-initiated lorg distance carrie! change involved th€ LEC or an afntate ofthe LEC.
Customer-initiat€d changes that did not involve the LEC or its lollg distaqce afEliate
lemailed ex€rtrpt tom vgrification requircments. krplementation ofthe Subscriber Carrier
Selection Changes Provisions ofthe Telecommuaications Act of 1996, Policies and Rules
Conceming Unauthorized Changes of Consumers' Irng Distance Carri€fs, CC Docket
No.94-129, Oder,18 FCC Rcd 10997(2003).

Customer Proprietary Network hformatiotr

02/26/98 FCC prcmuJgated rcgulaiions to implem€nt statuiory obligations of$ 222 regarding
CPM, to rcview existing CPM regulations, and rcsolve CPNI issues raiscd in other
proceediugs that had been deferred to this proceeding. The Commission amend€d $ 64,702
atrd added Subpad U (consisting of $$ 64.2001,64.2003,64.2005,64.2001 afi 64.2009).
Implementation ofthe Telecorrmunications Act of I 996: Telecommunications Carriers' Use
of Customer Proprietary Network Information and Other Customer Infofitratioq and
Llplomantation of the Notr-Accounting Safeguards of Sections 271 afi,272 of t}'a
Cornmuuications Act of 1934, as Amended, CC Dock€t No$ 96-115 a'i'd.96-149, Second
Report and Ofiet snd Fafiher Notice ofProposed Rulemahing,l,3FCC Rcd 8061 0998).
Effective 05/26198.

08/1 6/99 The FCC clarified the total service approach and also retained the opt-in approach.
In particular, the Commission expaaded S 64.2005 of its rules, which codified the total
service approaclq to include customer premises equipme0f and some information services.
Implem€rrtation ofthe Telecommunications act of I 996: Telecorununications Calriers' Use
of Customer Propdetary Network Information and Ofter Custom€r ldormatio! and
lrplsmentation of tle Non-Accounting Safeguards of Sections 271 o'Jd 272 of the
Communications Act of 1934, as amended, CC Docket Nos. 96-115 and96-749, Order on
Reconsuerction a d Petitions For Forbeannce,14 FCC Rcd 14409 (1999). Effective
B/O400.

08/18/99 The U.S. Court ofAppeals, 10d Circuit, vacated lhe FCC'S 1998 CPNI Order Nt
the regulatious adopted h that ordsr, concluding that th€ FCC failed to adoquatoly consid€r
the conrtitutional ramifications of47 U.S.C. 0 222 and that the FCC'S regulations violated
the First Amendm€trt because the Commission failed to satisfy its burden ofshowing that
customer approval regulations rcstricted no mole speech than n€cessary to s€rve asserted
state interests- UlLWglLIIgJ!ru, l82F.3d 1224 (l1b Cn. 1999).

09/03/99 FCC amended $$ 64.2005(bxl), and, 64.2009; removed S$ 64.2005(bX3) 8td
6a.2007(D@); and added $ 64.2005(d) to pleserve consumer protections, while more
narrowly tailoling the rules to enable telecommunicatiom carders to comply with the law in
a more flexible and less costly manner. The Cormission: declined to modify or forbear tom
the totrl sereice approach; allowed carriers to use CPM to malket customer premises
equipment; eliminated the resftictions on a carder's ability to use CPM to regain customers
who had switched to anotler carrier; and lessened the regulalory buden on various CPM
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safegusrds clarified. The Commission Implem€ntation ofthe Telecomqrunications Act of
I 996, Telecommunications Carders' Use of Customsr Proprietary Network Infomation and
Other CustoEEr Information, CC Docket No. 96-115, Implementation of the
Non-Accounting Safeguards of Sections 271 and 272 ofthe Communications Act of 1934,
CC Docket No. 96- 149, Order o4 Reconsiderctilr, dttd Petitiols for Fofteataace, I4FCC
Rcd 14409 (1999). Effective 03102/00.

09/0701 FCC clarified the status ofthe Comdssion's CPNI rules after the 10th Circuit's
opinion and expanded how padies may obtain customer consent for use of their CPM.
Concluded that the I oth Circuit sought to eliminate only the sperific s€ction ofthe rules that
was before it, $ 64.2007(c), the only provision inextricably tied to the opt-in mechdrism. The
FCC determined that the remainder ofthe CPM rules remained in effect. Implementatiotr of
the Telecornmunications Act of 1996, Telecommunications Carriers' Use of Customer
Proprietary Network lnformation ard Othc! Customer Informatior! ktrplementation of the
Non-Accounting safeguards ofSectioBs 271 and 272 ofthe Corununications Act of 1934,
CC Docket Nos. 96-l 15 and96-149, ClariJication Odet and Furlhet Notice ofPtoposed
Rukma*ing, 16 FCC Rcd 16506 (200I). Effectiye ll/22/01.

0'7125/02 Tl,e Cormrnssion amended $$ 64.2001,64.2003,64.2005, 64.2007,64.2co8 afi
64.2009 ofits nrlcs resolving how telecommunications companies shale and market CPM.
Commission adopted a dual approach wherein calrieN could choose to either opt-in or
opt-out. For use of CPM by carriers or their affiliated entities providing telec.omunications
services, the Commission required knowing consent ill the form of notice and opt-out
approval. Disalosure of CPNI to unrelated thtd parties or to carri€r afnliates that did not
provide telecommunications r9lat€d services would require express written consent, or
opt-out approval. Irnplementation of lhe Telecornmunicatiorc Act of 1996:
Telecoomunications Carriers' Use ofcustomer Proprietary Network Ltrfomatioo and Oth€r
Customer IDformation; Irnplementation oftho Non-Accounting Safeguads of Sections 271
and 272 ofthe Commudcatiom Act of 1934, 2000 Biefffal RegulatoryReview- Review of
Policies aod Rules Concerning Unauthorized Changes of Consrunen' Long Distance
Cardels, CC Doaket Nos. 96-115, 96-149,00-25'7, Third Report snd Oder and Third
Further Notice of Pruposed Rulemsking,17 FCC Rcd 14860 (2002). Etrective l0/21102
except for $$ 64.2007,64.2O08 ad 64.2009 weIe efrective 02/24/03.

Expanded Itrtercontrectiotr

l0/19192 FCC adopted measures to promote increased competition in the intErstate access
ma*et by rcquiring that Tier 1 LECS offer expatrded interconnection to all interested parties
for special access and permitting competitors and high volume us€rs to terminate their own
access transmission facilities at LEC central offices. The Commission added Subpad N
(consisting of $$ 64.1401 and 64.1402); and amended S 61.38, 61.47, 61.49,65.702,69.4,
69.121, 69.122, and 69.123. Expanded lot€rcouection with Local Telephoae Compaly
Facilities and Am€ndment of the Pa 69 Allocation of General Suppod Facility Costs,
CC Docket Nos. 91-141 and 92-222, Report ond Odet dnd Notice of Ptoposed
Rulzmakiag, 1 FCC F.cd 7369 (1992). Effective 02/16/93.
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CHAPTI]R 26. SUBSTANTIW RULES APPLICABLE TO TELtrCOMMI]NICATIONS
SERVICF PROVIDERS.

Subchapter F. RXGULATION OF TELECOMMUNICATIONS SERVICE.

{i26.122. Custoner Proprictary Network , nformation (CPNT).

(a) Application. This section applies to all cenificatcd telecommunications utilities (CTUS) as defined in
126.i offtis title (relating to Definitions).

(b) Purpose. The purpose ofthis section is to delineate the cjrcumstanccs in which CTUS are required to
gair approval oI lhe custonef prior to using, disclosing, or permitling access to cusiomer-specific
customer proprietary nenvork infomation (CPNI). and to set lbrth the requjsilcs lbr obtaining
customer notification and approval. This seclion is inlended to b€ consislenl with the fedcral
Telecommuications Act of 1996 S222 in balancing competitive and consumer privacy interests with
respect to cusromer-specific CPNI.

(c) Custoner .pprovrl not required. A CTU may use, disclose, or permit access to custoncr-spccific
CPNI, without customer approval. as described in this subsection.
(l) Gcncrally. Any C'fU nay use, disclose. or pennit access to customer-specific CPNI for the

purpose ol providing or narketing seNice ofTerings. or aliemate versions of existing service.
'\,!hich may include additional or related offerings, withnr the category of service (re., local,
intcrexchange) already subscribed to by the customer from the same utility, withour customer
approval. Any CTU may xse, disclose, or permil access to cusioner-spccific CPN] for the
p ?ose of providing optional extended arca calling plans that a CTU ma)' offer pursuant to
$26.217 ofrhis title (relatins to Administration of Extended Area Service (EAS) Requests and
,s26.219 ofihis tiilc (relaiing to Administration of Erpanded Local Calling Service Requestt,
or pursuant to a final order of the comnission h a proceedjng pursuant to the Public Uiility
Regulatory Ac1 S$53.101-53.1l l ,  53.151. 51.152, 53.201, 53.202, 53.251, 53.252, 53.301, and
53.303-5t.307.

(2) Custorner premises equipment (CPtr) and inlbrmatiotr services. A CTU may us€, disclose,
or pcrmit acc€ss to customer-specific CPNI derived fiom its provision oflocal exchange service
or interexchange service to their customers to separately market CPE and information services,
including call answering, voice mail or nessaging, voice storage and retrieval seruices. fhx
storage and retrieval sefr'ices, and protocol conversions.

(i) Winback. A CTU may us€ CPNI io regain ihe business of customers who have switched to
and arc rccciving scrvicc frcm another providcr. Thc CIU may only use the forner customer's
CPNI to engage h "winback" marketing campaigrs to regain that custoner! servicc within ihe
sanc caregory of serlice liom which thc CPNI was oblaincd. Scciion 222 of the FTA does not
allow caniers to usc CPNI to rctain soon-to-be lbrmcr customcrs where the carrier gained
nolice of a cusiomefs imminent cancellation of service throrgh the provision of canjer-to"

(4) Affiliates. lf an affiliate telecommmications utility provides different categories of service,
and a customer subscribes to more than one category of service offered by the CTU and./or its
afljliale, tbe CTU is permitted to sharc cunomer-specific CPNI only to tlose affiliated entities
that provide a sewice offering to the customer- lfa customer does not subscribe 1() service liom
an affiliate the CTU is rot pemitted to share customcr-spccific CPN] rvith its afr'lliated entities,
absenl customer aDDroval.

(5) Custoner's right to restrict CPNI. Even though ctrstomer approval is not required fbr
situaiions set fodh in paragraphs (l) (a) ofthis subsection, a stomer may notifi thc CTIJ
that such custonrer restricts the use of, disclosure ol a access to ihat customcr's specific
CPNI for use jn tte situations described in paragraphs (t).- (4) ofthis subscction.

$26.122--1 efiecrive date 2/26/02



CHAPTER 26. SUBSTANTI\,-E RULES AIPLICABLE TO TELECOMMUNICATIONS
SERVICE PROVIDBRS.

SubchaDterF. REGULATIONOFTELECOMMIINICATIONSSERVICE,

Q26.122(c) continued

(6) Exceptions. Nothing in this section prohibits r CTU trom using, disclosing, or pe.miiiing
access lo cusiomer-specific CPNI obtained liom its customcrs, cither directly or indircclly:
(A) loprovide inside wiring installation, maintenance, orrepair serviccsi
(B) to initiate, render, bill tbr, or collect for custoner-authorired telecommunrcatrons

servicesl
(C) to protect ihe rights or propety of the utility. or to prote€l users of tlrosc services and

other carrie|s from fraudulent, abusive, or unlawtul use ol or subscription to. such
services:

(D) 1o narket services other than those to which a customer already subscribes. or alternate
versions of existing service, which may include additional or related ofierings, il such
custoner contacts the CTUto inquire about such services offered by the CTU;or

(E) to conductresearch on the health effects ofcomme.cialmobile radio services (CMRS).

(d) Custoner approval r€quired.
(l) Except as described in subsection (c) of this section, a CfU may not use. disclose, or permit

access to customer-specilic CPNI, {,ithout customer approval. fbr th€ fbllowingl
(A) to market to a customer service olTerings that are within a category ofservice to which the

customer does not aheady subscribe liom that CTU, unless the CTU has customer
approvar io do so;

(B) to provide Intemet accessi or
(C) to identify or track customers who cal I competing sewice providers.

(2) Notwithsiandins the requirements of subsection (c)(l) of this section, $'hen a customcr
purchases CPE or infbrmation services itom a CTU that are bundled with a telccomm unrcabons
setvice. the CTU subscqrcnfl)r may use any customcr infomation independently derived ftom
the CTU'S prior sale of CPE to the customer or the cuslomefs subscription to a padicular
information servicc oflcred by thc CTU in its marketing ofnew CPE or a similar information
service tlat is bundled with a teleconmunicatioff service.

(e) Obtaining custoner approval. A CTU that is required by this section to obtain cuslomer approval to
use, disclose, or permit access to customer-specific CPNI to market a cusiomer service to wh;ch the
customer does not already subsffibe fiom that CTU must do so in compliance wilh the following
rcqtrircments ofthis srbseclion. Customer approval remains in effect until the customer revokes or
lirnits such approval. Apploval obtained before the effective date of this section, if obtained in
compliance rvilh Federal Communications Commission (FCC) rules in existence at the time oa the
approval, shall be valid until the customer revokes or limits such approval.
(l) A CTU may obtain approvrlthrough written. oral. or electronic rnethods;
(2) A CTU relyhg on oral approval must bear the bxrden ofdemonstrating tbat such approval has

been given in compliance with this section;
(3) A CTU nust naintain records ofootilication and apprcval, whether oral, written. or el€ctronic,

Ior at least one vear.

s)6.122--2 cffeclive date 2/26/02



CHA}TER 26. SUBSTANTIVB RI]LES APPLICABLE TO TELT]COMMUNTCATIONS
S[R\ ICf PROVIDERS.

Subchapter F. REGULATION OF TELtrCOMMUNICATIONS SERVICE'

(D Notification. Prior to any solicitation for customer approval, a CTU must provide a one-time
notification, thrc gh oral or written methods, to the c stomer ofthe customels right to restrict use of,
disclosure of. and a€oess to that customer's CPNI.
(l) Specific notification requircncnts. Customer notification. ihrough eilher oral or written

lneilrods. must Drovjde sufricient infomration lo enable the customer to make an infomed
decision as to whether to pemit a CI U 1() use, disclose, or permit access to the customels
CI'NI. The ootification must be comprehensible and not be misleadjng. lfwritten notification
is provided, the noiice must be legible and be placed in an area so as to be readib' apparent to a
customer. In carrying ou this provisjon, the notification must:
(A) specil,v the tlpes of information that constilule CPNI, describe ihe purposes fbr which

CPNI will be used, and infbnn dre customer olthe right to disapprove those uses, and
deny or rvithdraw access to CPN I a1 any time;

(B) state that tlre crstom€r has a right, and the canier a duty, under fedeml law, to protect thc
confidentjality of CPNI; and

(C) advise the custoner ofthe precise sleps necessary for granting or denying access to CPNI,
and clearly state tlat a denial of app.oval will not affect thc provision ofany serviccs to
\ \ l i .h thc cr ' t^rner 'ub'cr ibe .

(2) Oth€r notification requirements. A CTU shall adhere to dre fbllowing notification
specifications:
(A) Ifany notificarion is translated into another language, then all potlions ofthe notification

must be translated into lhal language.
(B) A utility may stat€ in the notification that the customefs approvallo use customer-specific

CPN] may enhance the CTU'S ability to olfer prodxcts and sefr'ices tailored to the
customer's needs.

(C) A CTU may not includ€ in thc notification any siaiement aftempting io encourage a
customer to treeze third paty access to customet-specific CPNL

(D) ,4. CTU'S solicitation for approvai must be proximat€ ir tine to the notification of a
customefs CPNI rights, and ifwritten, placed in the same envelope in which notilicalion
is mailed.

(3) Staff review of th€ notification. The notification shall be revieued by the conmission's sraff
before it is distributed. 'fhc staff shall nolily the CTU within ten days ofsubmission whether
the proposed notification may be distributed or must be modified and distributed, and, if so,
specitically describe any modilications that staff requires.

(g) Saf€guards. Prior to solicitation ofa custorner's approval, a CTU must esiablish ihe following with
respect to safeguard provisions for tlte usc ofcustomct-specific CPNI:
(l) CTUS mnst implement a system by which the status ofa customer's CPNI approval can be

clearly established prior to use ofthe CPNI.
(2) CTUS nust train their personnel as to when they are and are not authorized to use CPNI, and

c rierc must havc an cxpress disciplinary process in place io r€primand pcrconnel who violate
CPNI requirements and procedures, as outlined in this section.

(i) CI'US must maimain a record, eleclronically or in some oiher manner. oI thcir sales and
markctnu campaigns thal use CPNL The recod nusl include a description ofeach carnpaign,
the specific CPNI that was rsed in ihe canpaign. the date and plrpose of ihe campaign, aod
what prodl]cts or services were oftlred as part ofthe campaigr. The CTUS nrusl retain the
record ror o m-nlmum olone \ecr.

! 26. r 2:--l effective date 2/26102



CHAPTER 26. SUBSTANTI\E RULES APPLICABLE TO TELECOMMI]NICATIONS
SERVICE PROVIDERS.

SubchaDterF. REGULATIONOFTELECOMMIINICATIONSSnRVICB.

\26.122(s) continued

(1) CTUS must eslablish a supervisory review process regading lclecommunications utility
cornpliancc with the provisions of the subsecrion for outbormd marketing siluations and
maintain records of C I U compliance for a lninimum period of one year. Specifically, sales
personnel must obtah sllpervisory approval ofany proposed oulbound markeftrg rcquest.

(5) A CTU musl have an ofllccr, as an ageniofthe CTU, sign a compliance cetificate oran annual
basis stating that the agent has personal knowledge that the operatinS procedure established by
the canier is in compliance with the commissions CPNI rules. A statement explaining how thc
CTU is in conpliance wiih the provisions h lhis subseslion lnrslaccompany the oetificate.

(h) Aggrcgatc CPNI. Ifa CIU compiles and uses aggregate CPNI for narketing purposes or providcs
aggregate CPNI to any business associated with the CTU for marketing purposes, it must also provide
aggregate CPNI to any thjrd par|J upon request, except when a tocal exchange company uses
aggregate inlbrmation only io tailor its service offering to better suit the needs of its existing
cusiomers. A CTU must olTer to provide aggr€gate CPNI under the same lerms and conditions and at
the same prjce as it is made available to all bushesses afi'lliated rvith the CTU and to utiliiy petsonnel
narkoling supplemental senr'ices, provided that the lhird pafiy nust specily the type and scope ofrhe
aggregate CPNI requested. A CTU must, xpon request, provide such aggregate CPNI lo a third paty
undcr any other alternative terms, conditions, or prices that arc iust and rcasonable under the
circumslances and ihat are notunreasonabb preferential, prejudicialor discriminatory.

(i) Subscriber list information. A CTIJ that provides telephone exchange service shall provide
subscriber list information gathered in its capacity as a provider of such sefr'ice on a limely and
unbundled basis, under nondiscrininatory and reasonable rates, terms, and condilions, to any person
upon rcquest, io the extent tlat such porson uses the subscriber list infomation solely fbr publishing
direcrof les in an] lormar.

(j) Definition. The temr "subscriber list infbrmation." whcn used in subsection (i) otthis section, means
dny i fonnation:
(l) identirying the listed names ofsubscribers ofa CTU and such subscribcrs' lelephone numbers,

addr€sses, or primary adveflistug classifications (as such classifications are assigned at the time
of tho eslablislment of such service.), or any conbinatior of sxch listed namcs, numbers.
addr€sses. or classifi cations; and

(2) that the CTU or an alfrliate has published. caused to be published. or accepted for publicalion
in anydirectory fbnnat.

efl-ective date 2/26,/02


